
 

 

 

Internet Investigator (Technical) | Sherman Oaks, CA, United States 

 

Key Responsibilities: 

 

• Conduct investigations of key players and other global targets involved in copyright infringement, 

including the investigation of individuals, organizations, and technical infrastructures. 

• Monitor company’s network for security breaches and investigating when one occurs using network tools 

and resources.  

• Conduct source code analysis and network traffic analysis on websites and apps to identify infrastructure 

and intermediaries. 

• Conduct internet investigations from a technical perspective by applying technical skills and knowledge of 

network traffic analysis, web and mobile app development, digital forensics, security incident response to 

uncover additional evidence. 

• Assist other Internet Investigators with the technical aspects of their investigations. 

• Deliver forensically sound and actionable investigative reports. 

• Monitor, analyze, and report on emerging trends and technologies in online piracy. 

• Explain technical concepts to audiences without a technical background. 

• Manage multiple investigations simultaneously with competing priorities and deadlines. 

• Develop security standards and best practices for their organization. 

• Recommend security enhancements to management or senior IT staff. 

• Use and maintain software, such as firewalls and data encryption programs, to protect sensitive 

information. 

This is a hybrid position within commuting distance of Sherman Oaks, CA office (WFH permitted but required to 

work in office approximately 2 days per month and as needed for emergencies and meetings). 

 

Education and Experience Requirements:   

 

A Master’s degree in Computer Science, Computer Information Systems, Cybersecurity, or a related technical field. 

 

Alternatively, a Bachelor’s degree in Computer Science, Computer Information Systems, Cybersecurity, or a related 

technical field and 2 years of work experience as an internet investigator, cybercrime investigator, or related position. 

 

Knowledge of the following, through work experience or graduate (Master’s or higher) coursework, is required: 

• Digital forensics 

• Web and network traffic analysis 

• Website and mobile application source code 

• Web debugging 

• Piracy investigations 

 

 

Salary:  

$104,790 to $110,000 per year. 

 

To Apply:  

Qualified applicants should send resume to jason_monagas@motionpictures.org and reference “BC23003” in the 

subject line. 
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